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Welcome to the VM Validator software tool. VM Validator is
software tool that provides a graphic visualization of an
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performance problem VM Validator provides a crucial insight
into the workings of your application.

We hope you will find this document useful.



VM Validator Help

Copyright © 2002-2026 Software Verify Limited

All rights reserved. No parts of this work may be reproduced in any form or by any means - graphic, electronic, or

mechanical, including photocopying, recording, taping, or information storage and retrieval systems - without the
written permission of the publisher.

Products that are referred to in this document may be either trademarks and/or registered trademarks of the
respective owners. The publisher and the author make no claim to these trademarks.

While every precaution has been taken in the preparation of this document, the publisher and the author assume no
responsibility for errors or omissions, or for damages resulting from the use of information contained in this
document or from the use of programs and source code that may accompanyit. In no event shall the publisher and
the author be liable for anyloss of profit or any other commercial damage caused or alleged to have been caused
directly or indirectly by this document.

Printed: December 2025 in United Kingdom.



VM Validator Help

Table of Contents

Foreword 1
Part| Overview 2
1 Introducing VM Validator ...........oiiiuiiiieiiiiiriir i e e e e 3
2 Why VM Validator? ... s et s s s s s s s s s massma s sma s ean s ea s sennsensnnssnnssnnssnnsnnnsen 4
3 What do you need to run VM Validator? .........ccccoiieiiiiiiiiis s s srsssrsers s e s em s s s e 4
4 How to get VM Validator .........c.ceuiiieiiieii i s e e e 5
5 How does VM Validator WOrK? ... s s s s s s s s s s s s s s s s s e e e ens 5
6 What does VM Validator do? ........cccuiiiiiiiiiiiiii s res s s sra s s sm s sn s sransease s snnssnnssnnsnnnen 5
Partll The User Interface 6
MeENU REfEIENCE ...eeieiieiici ittt e s e s e e e s ea s e aasenssasenssnnsnnennsnnen 7
W2 o Yo Lo Y- Tl 3 C=Y (= (=1 3 e - PP 1
3 The Main diSPlay ....cvuiiiiieiiiiiicirc e s e e s e s rn s s s e s r s nasmasemnsrnnsannrensrnnsrnnsrnns 1
SUMMEAIY eSS s R RS R SRR e e SRR A SRR R R R R R RS R e RE R RE R AR AR R AR AR SR e R e b e b e b e e b 1
T 14
Pages
=T T | o 3T 19
N o - 1o === e o 21
LI T N TR =t o o PSPPSR 21
6 Load MiNIAUMP .cuieiiniiiiiii s ire e rr s s s s e s e s s e s s a s s ras s ra s sra s se s sn s san s eassaassnnssnnssen 22
7 SaVe MiNIAUMP oouieiiiiii s s s s e s s e s ra s ra s e s e s ra s smasemasemssenssrassnnssnsssnssenssenssnnnsnnnrnn 22
L= Y= a1 1 3V T 22
1S T=Y T3 T T 0
15311« o3
SYMDOI PAENS ...ttt ettt e et e e e ab e e eaeeeeabeeeaabeeeateeeabeeeaneeeanbeeenseaeaneeeanreaanreaaas
SYMDOI SEIVETS ...ttt ettt et e et e e e e ateeeaeeeabeeeaaseesaseaenseeeaaseeanseesaseeeanseeamseeanseaennseesnseaanseaaan
9 Starting your target Program ..........ccoiiieuiimiiiimii i e
Launching the Program ... s e e s s e s e e ae s sae e s me s e ae s s nn e s amesnnnnenan
Re-Launching the Program ... s s s s sme s ae s an s s mme s nn e nan
Injecting into a running program ....
Waiting fOr @ Program ... s s e s e e ae e e s me e e e e e e e me e e e nnns
10 Stopping your target Program ... s e e e e e enaas
11 Closing VM Validator .........ccoiieiiieiiiiiiciiiisecir s s s s s sra s srasra s e s sn s en s s s nnnsnnnsnnssnnsnnnns 33
12 Software UpPdates .....ccciiiiiiiiiiiircirirrerrier s s s s s s s s sm s rm s sra s rrasrasrn s snssenssnnssnnssnnssnnsennrnnnns 33
13 View Memory Dialog .......ccuuiiieuiiiiiiii s e e e e e e 37
14 Search Memory Dialog ........cciiiiiuiiiiiieiiiri i s s s e s e 38
T 1= 1 P
LI < e 38 3T -/
About VM Validator
L = [T I T o 1T

Copyright © 2002-2026 Software Verify Limited



Contents ]

Part Il Command Line Interface 40
1 Alphabetic REfErenCe ..ot s s r e e e rra s rn s rn s e s e rrannen 41

2 Usage RefEreNCEe .......ciieuiiiiiiiii s e e e e e 43

3 Command Line EXamPIes ......couuiiimiiiiiiiii i s e s e s s s e s e e s e ma s e s s e s em s e e e e e eean 44

Part IV Frequently Asked Questions 48
1 | have an idea for a feature, can it be added to VM Validator? ..........cooviiiiiiiiiiciiiieeenne, 49

2 What file extensions does VM Validator use for itself? ..o, 49

3 WhatisWasted MemMOIY? .....c.occiieiiiiiiiiiiiriirre s s s s e s s e sma s ra s sea s srasseassnnssnsssnssennsennsnnnsen 49
Index 51

Copyright © 2002-2026 Software Verify Limited



Foreword

Foreword

This is just another title page
placed between table of contents
and topics

Copyright © 2002-2026 Software Verify Limited






VM Validator Help

1.1

Overview

Welcome to the VM Validator help manual.

This section provides a brief oveniew of the capabilities of VM Validator.

This help manual is available in Compiled HTML Help (Windows Help files), PDF, and online.

Windows Help https://www.softwarewverify.com/documentation/chm/vmValidator.chm
PDF https://www.softwareverify.com/documentation/pdfs/vmValidator. pdf
Online https://www.softwarewverify.com/documentation/html/vmValidator/index.htmi

Introducing VM Validator

VM Validator is an tool for visualizing the virtual memory of a process for Windows XP and any
subsequent version, for both 32 bit (x86) and 64 bit (x64) processors.

VM Validator reads the virtual memory information for a given process on a regular basis and displays
the results graphically. This allows you to identify the impact that virtual memory paging is having on
your program's performance.

The user interface is split into three separate sections, each section dedicated to a different task.
Typically when using VM Validator a user will use one section to analyse a problem that is present in the
target program. The four main sections are:

e Summary
An high level ovenview of the main memory statistics of the program. Additional data relating to DLLs and
page faults is also available.

e Virtual
A visual display of the allocation state of each memory page in the program. This is a similar view (that
has different functionality) to the Virtual view in VM Validator.

e Pages
A tabular display of all the virtual memory pages in the program. This is a similar view (that has different
functionality) to the Virtual view in VM Validator.

e Paragraphs
A tabular display of all the virtual memory paragraphs in the program. This is a similar view (that has
different functionality) to the Virtual view in VM Validator.

A memory paragraph is the smallest amount of memory that the VirtualAlloc() function can allocate. This
size is defined by the operating system dwAllocationGranularity returned from Win32 API call
GetSystemInfo()).

For 32 bit x86 Windows Operating Systems a memory paragraph is 64Kb.

Copyright © 2002-2026 Software Verify Limited
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1.2 Why VM Validator?

VM Validator allows you to analyse a program's virtual memory performance in a graphical manner. This
is much more useful than a binary dump of page addresses that can be found in various books on
undocumented secrets about Windows NT® books. As the display changes you can identify areas that
are repeatedly paged in and then paged out. When these areas have been identified you can make
changes to your program's memory management to try to reduce the page swapping.

Reliable

VM Validator has been created with the following criteria in mind.
1) VM Validator must have no adverse effect on the program's behaviour.

The program must behave in the same way when being inspected by VM Validator as when the program
is running without being inspected by VM Validator.

2) VM Validator must be reliable and avoid causing the target program to crash.

3) VM Validator must be capable of having as little impact on the target programs performance
as possible.

4) VM Validator's user interface must be independent of the target program.

VM Validator's user interface is independent of the target program.

¢ If the VM Validator user interface crashes, your target program will not crash.

e [f the target program crashes the VM Validator user interface will not crash - you will still have data to
work with.

o If the target program is stopped in the debugger, VM Validator's user interface will continue to work.

5) Flexibility

Where there are multiple ways of presenting the data, the user should be given a choice over how that

display works. Not all users like the same choices, so providing some choice over the display is always
better than forcing all users to use the same settings.

1.3 What do you need to run VM Validator?

e User Privileges
A standard user account is required.
e Operating System

VM Validator requires Windows XP or better.

Copyright © 2002-2026 Software Verify Limited
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1.4

1.5

1.6

How to get VM Validator

VM Validator is free commercial use. VM Validator can be downloaded for Software Verify's website at
https://www.softwareverify.com.

Whilst VM Validator is free for commercial use, VM Validator is copyrighted software and is not in the
public domain. You are free to use the software at your own risk.

You are not allowed to distribute the software in any form, or to sell the software, or to host the software
on a website.

Contact Software Verify at:

Software Verify Limited
Suffolk Business Park
Eldo House

Kempson Way

Bury Saint Edmunds
IP32 7AR

United Kingdom

email  sales@softwareverify.com

web https://www.softwareverify.com

blog https://www.softwareverify.com/blog
twitter  http://twitter.com/softwareverify

How does VM Validator work?

VM Validator monitors the target process in a non-invasive manner collecting data about the target
process using the Win32 API.

What does VM Validator do?

VM Validator provides functionality to allow virtual memory information to be inspected so that virtual
memory status and swapping can be detected and analysed.

As the display changes you can identify areas that are repeatedly paged in and then paged out. When
these areas hawe been identified you can make changes to your program's memory management to try
to reduce the page swapping.

An additional display shows the classification that the Windows NT® memory manager gives to each
area of memory.

Copyright © 2002-2026 Software Verify Limited
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2.1

The User Interface

This section describes the various functions of the user interface so that you can get the most from
using VM Validator.

Typical usage of VM Validator is:

e Start the target program.

e Examine the virtual memory paging behaviour of the target program as you use the target program to
perform actions of interest.

e Close the program.

Howevwer there is much more to VM Validator than the above. Whilst your program is running you can
display data in VM Validator and using the information from VM Validator you may gain insight into a bug
you are looking at in the debugger.

Menu Reference

This section lists the various menus in VM Validator and provides links to the appropriate section of the
help manual.

File

| Load Session...

Load Minidump...

Exit

Load Session
Sawe Session
Load Minidump
Save Minidump
Exit

Launch

| 4 Start Application... F4
o Re-Start Application F5
¥ Iniectinto process... F3
(3 Wait For Application... F2

L

Start Application
Re-Start Application
Inject

Wait For Application

Copyright © 2002-2026 Software Verify Limited
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e Abandon Application

Inspect

| View memory...

Seanch memary...

e View Memory Dialog
e Search Memory Dialog

Settings

e Settings

Data Views

The Data Views provides easy control of which tabs are displayed in the main view.

Summary
Virtual
Pages
Faragraphs
Hide All Views
Show Al Views
Reset Al Views

e Summary

e Virtual

e Pages

e Paragraph

Selecting any of the items shows the relevant tab (if it's not visible already), and makes it the current
selected tab.

e Hide All Views > hides all tabs except the one that's currently visible
e Show All Views * shows all the listed tabs, and in that order

* Reset All Views » shows the original settings tabs.

Software Updates
The Software Updates menu controls how often software updates are downloaded.

This is discussed in detail in Software Updates.

Copyright © 2002-2026 Software Verify Limited
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Help

| = Tips...

ﬂ About VM Validator...

Readme and Version History...

§d Help Topics... F1
Help POF ...

Help on softwareverfy.com...

Blog...
Library...

Cortact customer suppart ..
How do 17...

o Tips
e About VM Validator
Version and licence information for VM Validator.
e Readme and Version History
Displays the VM Validator readme and version history.
¢ Help Topics
Help in compiled HTML format.
e Help PDF

Help in PDF format.

¢ Help on softwareverify.com
Displays the documentation page on the software verify website.
e Blog
Displays the Software Verify blog.
e Library
Displays the Software Verify library - our best articles grouped by related topics.

e Contact customer support

Copyright © 2002-2026 Software Verify Limited
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Contact Software Verify Customer Support *
We provide customer support via email.

Email allows us to exchange detailed bug descriptions, detailed instructions, screenshots, log
files, crash dumps and other metadata that can't easily be communicated via telephone ar chat.

Should your support request require escalation to phone, Zoom or remote computer access we
will do that when required.

There are two methods to start a support request:

Email:

support@softwareverify.com

Website customer support form:
https: /fwww  softwareverify, com/suppart.php

Close

Click a link to contact customer support

e How Do I?

How do |7 »

How do I fly to the moon?
How do I make a purple cow?
How do I do X¥Z with VM Validator?

We can't help with the first two questions, but I think we can help with the last question.
we'l give you step by step instructions and/or a video showing you how to do XYZ,

Just send us an email describing what you're trying to do and we'll get right bacdk to you with a
solution,

Start a Support Reguest

Emiail:

support@softwareverify.com

Website customer support form:
https: /fwww . softwareverify, com/suppart/

Close

Copyright © 2002-2026 Software Verify Limited
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2.2

2.3

2.31

Toolbar Reference

This section describes the toolbar in VM Validator and provides links to the appropriate section of the
help manual. The icons are described in sequence from left to right in the toolbar.

%4 0/

Settings

Inject into application
Launch application
Re-Launch application
Stop application

The main display

The main display of VM Validator consists of four tabbed windows. Each tabbed window allows the data
collected by VM Validator to be viewed, inspected and queried in different and complimentary ways.
Typically when using VM Validator a user will use one window to analyse a problem that is present in the
target program. The four tabbed windows are:

Summary
Virtual
Pages
Paragraphs

Summary

The Summary view allows you to get an oveniew of your application's memory usage.

Four main panels highlight key statistics and a lower panel with two tabs provides information about
DLLs and page faults.

Copyright © 2002-2026 Software Verify Limited
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mmary Virtual Pages Paragraphs

Virtual Memery Centiguous Regions Page File Quota

B3 ME  Pask Vitual Siza TATHME  Qusta Peak Paged Poal Usaz 545 09 KB

Commitiod 58714 ME

51313 KB

[— 822908
|
Frea B GE e
13294 KB

Fniat Bo2SME Pt

I 128,06 KB
Image 5180 WE g
[ ] I
Mapged 7.35 & Mapped EME  posk Page Fis Usaga 353 20 MB

1 I

c Stack 184 M

Page Faulis
oL (82} Fault Count
CAWNDOWS SYSTEMEZ el

;ig
i{

CAWHDOWS Syt ez o o
CAWHDOWS Syt clocatg i 8
CAWTNEOWS System32 IS DLL

CAMINDOWS Sysbarm32, OLEALTI2 41 o
CAWHOOWS Syt PLAPLOLL o
CAWHDOWS:Syibarm32 byl 0

Overview
Virtual Memory - statistics about the virtual memory usage of the application.

Committed. Committed memory.

Reserved. Reserved memory.

Free. Free memory.

Private. Memory private to this application.

Image. Executable files (EXE, DLL, etc).

Mapped. Memory mapped files.

Stack. Memory used for thread stacks.

Shareable. Memory shared with other applications.
Swapped. Memory swapped in/out of memory.
Wasted. Memory allocated by VirtualAlloc() but not available to the application to use. What is
wasted memory?

Clicking on one of these bars will take you to the Pages tab to display data about the type of memory
that was clicked on.

Contiguous Regions - data about the largest contiguous region for each type of virtual memory. These
values will let you easily determine if there is enough memory to satisfy a particular allocation request.

Committed. Committed memory.
Reserved. Reserved memory.

Free. Free memory.

Private. Memory private to this application.
Image. Executable files (EXE, DLL, etc).
Mapped. Memory mapped files.

Stack. Memory used for thread stacks.
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e Shareable. Memory shared with other applications.

Clicking on one of these bars will take you to the Pages tab to display data about the type of
contiguous memory that was clicked on.

Page File - data about the working set and the page file.

e Peak Virtual Size

e Virtual Size

o Peak Working Set Size
o Working Set Size

e Peak Page File Usage
e Page File Usage

Quota - data about the paged and non-paged pool used by the operating system and device drivers.

e Quota Peak Page Pool Usage

¢ Quota Page Pool Usage

e Quota Peak Non Paged Pool Usage
e Quota Non Paged Pool Usage

For more information about paged and non-paged pool see
https://blogs.technet.microsoft.com/markrussinovich/2009/03/10/pushing-the-limits-
of-windows-paged-and-nonpaged-pool/

DLLs

A list of all DLLs in the application with statistics on page faults, load address, dIl size, amount of
committed memory, amount of reserved memory, the CPU it was built for (x86, x64, AnyCPU) and the
type of DLL (native, managed, mixed-mode).

Note that AnyCPU, managed and mixed-mode only apply if a .Net application is being examined.

Page Faults

DLL (107) Fault Count |Mdlm Size Commit Reserve CPU Type £
CAWindows\SYSTEMEZ\ntall dll [T TTTO00000 164000 KB 164000 KB 0.00 KB| %25 Mative (unmanaged]
ehom'\c\memony32itabsend releasé\sviSupport.dil 1459 10000000 60.00 KB 60.00KB 0.00 KB x36 Native [unmanaged)
Co\Windows\ SYSTEM3Z\MSVCR100.dIl 117 e 74350000 TE4.00 KB T64.00KE 0,00 KB| x86 Mative (unmansged]
C\Windows\Systernd2 KERNELIZDLL 804 O TSTEDN00 B56.00 KB 600,00 ke ISR <25 Mative (unmanaged]
ehomich A2\tabsendrelease ryValic 458 000200000 | EEEEEINRE IEEE0EE 0.00 KB %86 Mative (unmanaged)
ehom'\d\rmemony 32\ tabsend\release\sviPelnfo.dil ™ (wDOEED000 17200 KB 17200 KB 0.00 KB x36 Native (unmanaged)

3 A 12\tabzendirel ceHelpes.dil & 02410000 360.00 KB 360,00 KB 0.00 KB| x86 Native (unmanaged]
C\Windows\Systerna2\KERNEL BASE dil 5 76090000 2040.00 KB 080,00 KB 0.00 KB | %85 Mative (unmanaged]
CA\Windows\Systern3Zumsvert.dil ) 0x730D0000 TE4.00 KB TEA00 KR 0.00 KB | x36 Native unmanaged)
CAWindows\Systern32\USERZ.dll 18 e TIEA0000 1628.00 KB 628,00 KB 0.00 KB | %36 Native (unmanaged)
ef\oml\cimemiony 2\ tabserd relesse dbghelp.dil E OxSOAED000 1156.00 KE 115600 KB 0.00 KB| x85 Mative: (unmansged]

CAWindows! System3Z\.combase.dll 2 O TESE0000 2516.00 KB 251600 KB 0.00 KB x36 Native (unmanaged)
CAWindows Systern3ZigdidZfull.ail 2 e TEFT0000 1383.00 KB 133800 KB (.00 KB | x86 Mative {unmanaged)

J 3 A el dil 2 52020000 300.00 KB 300.00 KB 0,00 KB| x86 Mative (unmansged]
C\Windows!Systern32\RPCRTA. i 1 O TAAEDO00 748.00 KB TABOOKE 0.00 KB | %85 Mative (unmanaged]
CA\Windows\SYSTEM3Zumfc100u.dil 1 O TIEED000 44300 KB 4348.00KB 0.00 KB 85 Mative (unmanaged]
CAWindows\SYSTEM3Z Wk Theme.dil 1 I TOEFD000 488,00 KB 458.00KB 0.00 KB %36 MNative unmanaged)

\Windaws\Systern32\ clgmar32.dil o 76050000 236,00 KB 23600 KB 0,00 KB | %86 Hative: (unmansged]

\Windows! Systern3Z\powrprof.dil o Ox76D00000 268.00 KB 268.00 KB 0.00 KB x36 Native (unmanaged)

AWindows\System3 2 OLEAUT3Z.dIl 0 DuTECH0000 38400 KB HADOKB 00O KB %36 Mative {unmanaged)
CAWindows\Systern32UMM32DLL o 0 TEIB0000 148,00 KB 148,00 KB 0,00 KB x36 Native (unmanaged) -
<« >
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A context menu is available for the DLLs grid, to allow DLL inspection using PE File Browser, and to
copy the DLL name to clipboard.

Inspect DLL...
Copy DLL name

Wiew data...

Page Faults

A list of all page faults that have been monitored, which DLL they were in (if any) and what symbol,
filename and line number are related to that address.

If you have problems getting symbols you may want to change the settings used to obtain symbols.

This display doesn't include all page fault information. If you want detailed page fault information,
download Page Fault Monitor from nttps://www.softwareverify.com/cpp-page-fault-monitor.php

DLLs

Address (1,353) | Fault Count | Fault Addre... | DLL (1,312} Symbol (1,312) | Line | Filename (95}

1,756 ehomicied

512 ehomicidad_sr

L6 ehomdsvicoveragelsessoncaverage.cpp

A context menu is available for the page faults grid, providing source code editing, DLL inspection, and
copy the DLL name or filename to clipboard.

Edit Source Code...
Inspect DLL...
Copy Filename

Copy DLL name

2.3.2 Virtual

The Virtual tab displays a visual representation of all the memory in the target program. This is known
as the virtual view. A \visual display of the allocation state of each memory page in the program.

Copyright © 2002-2026 Software Verify Limited
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Sumamary Pages Paragraphs

Fage (00000000 Rlegor: (00000030 WE0000000 D00 cFree:
Conwit 3172 Resr (SSTME  Fee VEITIME DL EETME  Napst EI0THE  WokigSe TDMTEME

The virtual view displays information about a process's virtual memory usage whilst the process is
running. If there is no target program being monitored, the virtual view does not display any data. The
display will be black.

Virtual Memory Information

Page: 0x05934000 Region:  0x05334000 0=00017000 [0.07kb]  <Rezervesr
Commit: 8.67 MB Rezerve: 2564 MB Free: 190811 ME DLL: EO0.46 MEB Mapped: 45.05 MEB Working Set: 2229 MB

When the mouse cursor is moved on the display area, some information on the page address, start and
end of the region of memory, and the use of the memory are displayed.
If the mouse is over a region of memory that is a DLL the name of the DLL is displayed.

The Page Address field displays the start address of the page of virtual memory that the mouse cursor
is pointing at.

The Region Address field displays the start address and the size of the region of virtual memory that the
mouse cursor is pointing at.

233 Pages

The Pages tab displays a tabular representation of all the memory in the target program. This is known
as the pages view.

Copyright © 2002-2026 Software Verify Limited
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The pages view displays information about a process's virtual memory usage whilst the process is
running. If there is no target program being monitored, the pages view does not display any data.

The data displayed is data per virtual memory page (as defined by the operating system). For 32 bit x86
Windows Operating Systems a page is 4Kb.
Filtering

The displayed data can be filtered by Type and by Working Set.

Twpe: |all ;I Working set: | Al ;I

Type
Filtering by type filters memory for the following types of memory:

All. All types of memory.

Committed. Committed memory.

Reserved. Reserved memory.

Free. Free memory.

Private. Memory private to this application.

Image. Executable files (EXE, DLL, etc).

Mapped. Memory mapped files.

Stack. Memory used for thread stacks.

Shareable. Memory shared with other applications.
Swapped. Memory swapped in/out of memory.
Wasted. Memory allocated by VirtualAlloc() but not available to the application to use. What is
wasted memory?

Copyright © 2002-2026 Software Verify Limited
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Tupe: IPlivate vl ‘“Working set: IAII vl
Address /' |Size | Type |Protect | Working Set |Shared  |Swap  |Description

B4KE.

| No Access

‘ Free

The above image shows the pages display filtered by Private memory, showing memory that is in the
working set and memory that is not in the working set.

Working Set

Filtering by working set filters memory for the following working set criteria:

¢ All. Displays all memory.

¢ Working Set. Only displays memory that is in the working set.

¢ Not Working Set. Only displays memory that is not in the working set.

Type: IAIl vl “wiorking set; IW’orking Set ‘I

Address /| Size Type Protect Working Set Shared Swap Description
0x0000000000010000 4KB Mapped Read Only Read-only Shared: 7 Mernory Mapped File
x0D000ODODO020000 4KB Mapped Read Only Read-only Shared: 7 Memory Mapped File
x0000D0OD0OD30000 116 KB Mapped  Read Only Read-only Shared: 7 Memory Mapped File
oo | aHS v Resd Wi e Tk T 50
0x0000000000150000 16KB Mapped Read Only Read-only Shared: 7 Mernory Mapped File
x0000000000160000 4KB Mapped Read Only Read-only Shared: 7 Memory Mapped File
0x0000D0OD00T20000 4KB Mapped Read Only Read-only Shared: 7 Memory Mapped File
00D000000D0130000 64KE Mapped  Read, Write Read/write Shared: 7 Memary Mapped File
x0D000ODOD0TEDD0D 4KB Mapped Read Only Read-only Shared: 7 Memory Mapped File
0x0D00ODO000TFO00D 4KB Mapped  Read Only Read-only Shared: 7 Memory Mapped File

The above image shows the pages display showing memory that is in the working set.

Sorting

Each column can be sorted by clicking the column header to move sorting to that column. Clicking the
current column header again reverses the sort direction.

Copyright © 2002-2026 Software Verify Limited
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Context menu

A context menu is available to allow DLL inspection using PE File Browser, and to copy the DLL name
to clipboard.

Inspect DLL...
Copy DLL name

WView data...

Viewing swap behaviour

To view virtual memory being swapped select the Swap column so that the sort arrow points
downwards.

The display will show pages that have been swapped with the number of times they have been swapped
shown in the Swap column.

When a page gets swapped it will be promoted at the top of the swap column for 1 second then be
displayed back in it's regular sorted position.

When combined with the highlight swapped memory option on the Display Settings dialog you can
very easily see pages being swapped.
View data

Clicking View data... opens a memory inspection dialog, allowing you to view the memory as BYTEs,
WORDs, DWORDs or QWORDs.

B Page View, 0000001 F1ACO40000 286720 bytes ? X
BYTE WORD DWORD QWORD Disassembly
0x000001F1AC040000 4d 5a 90 00 03 00 00 00 04 00 00 00 ff £f 00 00 MZ....oouunn .. A
0x000001F1AC040010 b8 00 00 00 00 00 Q0 Q0 40 00 Q0 00 Q0 00 00 Q0 =....... [
0x000001F1AC040020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ........iieenonnn
0x000001F1ACO40030 00 00 00 00 00 00 00 00 00 00 00 00 a8 00 00 00  ............ ...
0x000001F1AC040040 Oe 1f ba Oe 00 b4 09 21 b8 01 4c 21 54 68 ..x..s,4l%,L4!1Th
0x000001F1AC040050 &9 73 20 70 72 6f 67 7 61 6d 20 63 61 6e 6e 6f 1is program canno
0x000001F1ACO40060 74 20 62 &5 20 72 75 6e 20 69 6e 20 44 4f 53 20 t be run in DOS

0x000001F1AC040070 6d 6f 64 65 2e 0Od Od 0Da 24 00 00 00 00 00 00 00
0x000001F1AC040080 11 43 3d df 55 22 53 Bc 55 22 53 Bc 55 22 53 Bc
0x000001F1AC040090 d8 59 ac Bc 54 22 53 Bc d8 59 51 Bd 54 22 53 8c
0x000001F1ACO400A0 52 69 63 68 53 22 53 Bc 50 45 00 00 64 86 02 00
0x000001F1AC0400B0 fc 6d 56 48 00 00 00 00 00 00 00 00 fO 00 22 20
0x000001F1AC0400C0 Ob 02 Oe 21 00 00 0O 0O 00 42 04 00 00 00 00 0O
0x000001F1ACO40000 00 00 00 00 00 10 00 00 00 00 00 BO 01 00 00 00
0x000001F1ACO400E0 00 10 00 00 00 02 00 00 06 00 00 00 00 00 00 00
0x000001F1ACO400F0 06 00 00 OO0 00 00 00 00 00 60 04 00 00 02 00 00

Nwnnninnil ct acrnAnt N 22 24 NE AN N2 nn &0 n1 an NN 1n Aan NN nn nn nn
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Paragraphs

The Paragraphs tab displays a tabular representation of all the memory in the target program. This is
known as the paragraphs view.

Sumanary Virtual Pages. Paragraphs
Irp= [a ] wonkingust [A1 |
Address e [Type [Prowa | Working et Shared [Swap | Description
0000000 oL o Access Fuee
0000 B4KB Mapped  Fuad Only p— Shared: T Mharmcry tapped Fiis, Fren, Wasted
DxD0020000 KD Mapped  Resd Ony Mhemory Mapped File, Free, Wasted
e S4KB Mapped  Raad Gnly sy Sharedt: T Barmory Magped Fie, Free Wassed
00000 1I6KB Mipped  Rewd Oy Band-only Shared: 112 Swapped: 1 Memary Mapped File, Free. Wasted

00060000 KB Private Biserved, Commited, Comesited

D0 54KB Mappad  Rnad Cnly Rand-only. Sharad: T ey Magped Fie, oo, Wiastedt
Q01NN B4KB Mapped  Read Only Eead-only Shared: T hemory Mapped File, Free. Wasted
R0 4KE Mappad | R Oy i omiy et 7 ooy Mag o Fil, Feen, Wiashed

On 200000 HZKB Private Feserved, Commied

oss2ieon ] 94K Bt Reaned

e AMSEME Irnage  Raad Only Bk oy Eraiobis sk saschsely  Thavak B2 Smappak |

G0, £OXH) GIKD Mapped  Read, Wree Eradiwmte Shered: T Memory Mapped File

oot S4B P [——

w0000 &4 KB Mapped  Read Only Fead-only Shared: 21 Swapped: 1 Memory Mapped File, Reserved, Free, Waited
fem— KB Prewn Bmaried Camrited, Commied

DxD0E40000 BAKB Mapped  Read Gnky Ress-oaly Shared T Ahomor Mapped File Free Wasted

00F 3000 128KB Piivate. Remerved

3250000 212KE Prnate. Bemerved, Commited, Comented

s SKB Mopped R Dnly P coly Sharet 7 ey Mapped i, Frun, Wasted
Dv35a00 BUKB Mipped  Red nly ess-ooly Sharet T Mhemary Magpe Fis, Free, Wasied
[ KB Mapped R Only Finad oly Shared: T Mo, Magped Fiie, Free Wasted
0500000 I V12KB Mapped  Fsd Only -, Shared 112 Smapped:d  Manary Mepped Fil, Rederved
Ce0%FI000 1620KB, Mepped hemary Magped File

01500 SA0KE Mepied  Resd Onby Fesd-enly Shared &2 Swagpek 3 Memor Mapped File, Free. Wasted

The paragraphs view displays information about a process's virtual memory usage whilst the process is
running. If there is no target program being monitored, the paragraphs view does not display any data.

For memory paragraphs where more than one memory status (or swap count etc) is present for the
pages in the memory paragraph the display will list the aggregate values (if two pages have been
swapped a total of 33 times (18 and 15 times each) the display will show a swap count of 33).

The data displayed is data per virtual memory paragraph (as defined by the operating system

dwAllocationGranularity returned from Win32 API call GetSysteminfo()).
A memory paragraph is 64Kb.

Filtering

The displayed data can be filtered by Type and by Working Set.

Tvpe: Al ;I Working set | Al ;I

Type
Filtering by type filters memory for the following types of memory:

o All. All types of memory.
o Committed. Committed memory.
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Reserved. Reserved memory.

Free. Free memory.

Private. Memory private to this application.

Image. Executable files (EXE, DLL, etc).

Mapped. Memory mapped files.

Stack. Memory used for thread stacks.

Shareable. Memory shared with other applications.

Swapped. Memory swapped in/out of memory.

Wasted. Memory allocated by VirtualAlloc() but not available to the application to use. What is
wasted memory?

Working Set
Filtering by working set filters memory for the following working set criteria:
¢ All. Displays all memory.

o Working Set. Only displays memory that is in the working set.
¢ Not Working Set. Only displays memory that is not in the working set.

Sorting

Each column can be sorted by clicking the column header to mowve sorting to that column. Clicking the
current column header again reverses the sort direction.

Context menu

A context menu is available to allow DLL inspection using PE File Browser, and to copy the DLL name
to clipboard.

Inspect DLL...
Copy DLL name

Wiew data...

Viewing swap behaviour

To view virtual memory being swapped select the Swap column so that the sort arrow points
downwards.

The display will show pages that have been swapped with the number of times they have been swapped
shown in the Swap column.

When a page gets swapped it will be promoted at the top of the swap column for 1 second then be
displayed back in it's regular sorted position.

When combined with the highlight swapped memory option on the Display Settings dialog you can
very easily see pages being swapped.
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2.5

View data

Clicking View data... opens a memory inspection dialog, allowing you to view the memory as BYTEs,

WORDs, DWORDs or QWORDs.

B Paragraph View, (x000000007FFEODDO 65536 bytes ? X
WORD DWORD QWORD Disassembly

0x000000007FFEQQOOD Q0 00 0O 00 00 00 a0 Of 86 99 BB d3 64 14 00 QOO ...... ceeaTda P
0x000000007FFEQOLO 64 14 00 00 53 c3 ce 36 9a 2f db 01 9a 2f db 01 d...sHd46. /], /],
0x000000007FFEQOZ20 00 OO0 OO0 00 00 00 00 00 00 00 00 00 64 B6 64 BB ............ d.d.
0x000000007FFEQO30 43 00 3a 00 5c 00 57 00 49 00 4e 00 44 00 4f 00 C.:.M\.W.I.N.D.O
0Ox000000007FFEQO40 57 00 53 00 00 00 00 00 00 00 00 00 00 00 00 00 W.S. . e
0x000000007FFEQO50 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 ..uviivieunnnnnn
0x000000007FFEQOG0 00 OO OO0 00 00 00 00 00 00 00 00 Q0 00 00 00 00 .....iiieunnnnnn
0x000000007FFEQO70 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 ....iiiinnnnnnnn
0x000000007FFEQOB0 00 OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 ...
0x000000007FFEQO90 00 OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 ...viiviinnnnnnn
0x000000007FFEQOAD 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 ....iiiinnnnnnnn
0x000000007FFEQOBO 00 OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 ...
0x000000007FFEQOCO 00 OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 ..uviivieunnnnnn
0x000000007FFEQODO 00 OO OO0 00 00 00 00 00 00 00 00 Q0 00 00 00 00 .....iiieunnnnnn
0x000000007FFEQOED 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 ....iiiinnnnnnnn
0x000000007FFEQOFO 00 OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 ... o
Mwninnininninn7ccont Nn. N AN 0N Nn on nn. on. nn nn NN nn nn on nn onn nn

Load Session

Load Session allows you to load a previously saved virtual memory session that was saved using Save
Session.

To load a session, choose File menu > Load Session...
A Microsoft file browser dialog is shown. Choose the session you wish to load.

When the session is loaded the displays will show the virtual memory information, dll names, thread
names, page fault information that were in the session when it was saved.

File extensions
32 bit session files have extension wm.

64 bit session files have extension wm_x64.

Save Session

Sawve Session allows you to save the current virtual memory information so that you can inspect it in the
future or send it to a colleague for inspection.

To sawe a session, choose File menu *» Save Session...

A Microsoft file browser dialog is shown. Choose where you'd like to save the session.
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2.6

2.7

2.8

When the session is saved all the virtual memory information, dil names, thread names, page fault
information that are in the session when are saved to the file.

You can keep this data for future reference, provide to a colleague for examination or send to a vendor to
help debugging a product.

File extensions
32 bit session files have extension wm.

64 bit session files have extension wm_x64.

Load Minidump

Load Minidump allows you to load a previously saved minidump that was saved using Save Minidump, or
a minidump from any other source.

To load a minidump, choose File menu * Load Minidump...

A Microsoft file browser dialog is shown. Choose the minidump you wish to load.

When the minidump is loaded the displays will show the virtual memory information, dil names, thread
names, that were in the minidump when it was created.

Page Faults

Minidumps don't contain any page fault related information - the page fault display will be empty when a

minidump is loaded.

Save Minidump

Save Minidump allows you to save a minidump based on the process being viewed by VM Validator.
To save a minidump, choose File menu * Save Minidump...
A Microsoft file browser dialog is shown. Choose where you'd like to save the minidump.

You can keep this minidump for future reference, provide to a colleague for examination (with Minidump
Browser or a debugger) or send to a vendor to help debugging a product.

Settings

VM Validator settings allow you to control the colours of displayed data and units used to represent
memory usage, and how symbols are fetched.

Settings are grouped into two sections, colours and symbols.

Opening the settings dialog
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To view the settings dialog, choose File menu » Settings...

Or use the option on the Session Toolbar:

| 4

Keyboard shortcuts:

Using the settings dialog

The dialog has a scrolled list on the left hand side, grouping the topics. When a topic is clicked, its
related controls are displayed on the right hand side.

The default display of the dialog is shown below with the first topic selected.

Settings ? >

Colours:

Symbuols
‘.- Symbol Paths
Symbal Servers

[v Highlight virtual memany

Commited memory:  [#80c480 ~1 B J
Reserved memory:  [fdedc00 R
Free memory: ~[#dcdcft -0 -
Mapped memory: [0 =10 -
DLL memory: [HfcOff ~1 O J
Stack memory: [##6464 -1l -]

Other memory: |b|ack ﬂ . J
W Highlight swapped memory
Swapped memory: |¢.ﬂbb??' j D J Display sizes in: |KB ﬂ

Reset Al ‘ Reset ‘ Help{F‘I]| ok |  Cancel |

2.8.2 Symbols
2.8.2.1 Symbol Paths

The Symbol Paths tab allows you to specify which directories VM Validator should look in for source
PDB files.
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The default settings are shown below:

.Seth'ngs
Settings Symbol Search Paths
i Colours
Symbols
¥ Symbol Paths i
‘... Symbol Servers CAWINDOWS\symbols\dll

Reset Al Reset

Help (F1)

4l

-
X

Add
Remave

Remave All

Set Default

Cancel |

File locations

Sometimes the information VM Validator has access to consists of the file name, but not the directory.

When this happens VM Validator scans a set of directories that it knows about in order to find the file.

The options below allow you to specify those directories that should be searched for PDB files.

If a file can't be found, you'll get prompted for its location, but you can control this below as well.

Manually adding path type directories

Once you have chosen your path type you can modify the list of files for each path type in the following

ways:

e Add » appends a row to the directory list * enter the directory path

Edit a directory path by double clicking the entry. The usual controls apply for removing list items:

e Remove * remowves selected items from the list

e Remove all * clears the list

Alternatively, press to delete selected items, and + to select all items in the list first.
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Reset All - Resets all global settings, not just those on the current page.

Currently, the four checkbox items at the bottom of this page are not reset as part of the global settings.

Reset - Resets the settings on the current page.

2.8.2.2 Symbol Servers

The Symbol Servers tab allows you to specify Symbol Seners to retrieve symbols used in your
application.

E You do not need to specify symbol servers if you do not wish to, and VM Validator will work
correctly without them.

'b Read on, or click on a setting in the picture below to find out more.

X

Settings ?

Sseﬂings Symbol S
i Colours
Symbols

i... Symbol Paths

Exception Tracer can use Symbal Servers to locate symbaols.

Symbol Server Directory Ad

http://msdl.microsoft.com/download/symbels ChMicrosoftSyn

Remave
Remaove Al

Enable Al

Ll

Disable All

Reset Al Reset Help (F1) 0K I Cancel

Symbol servers

Symbol senrvers are entirely optional, but are useful for obtaining symbols from a centralized company
resource or for obtaining operating symbols from Microsoft.

The default symbol senrver is the Microsoft symbol server used for acquiring symbols about Microsoft's
operating system DLLs. You may also wish to add some symbol servers for any software builds in your

organisation.

A symbol senrver is defined by at least the following:
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o the symbol sener dll to be used to handle the symbol server interaction
o a directory location where symbol definitions are saved
o the server location - a url

Each symbol server can be enabled or disabled allowing you to keep multiple symbol server
configurations available without constantly editing their definitions.

You can define up to four symbol servers and more than one can be enabled at a time.
Symbol Server Errors

Any symbol sener entry shown in red indicates there is a problem with parts of the definition of that
symbol sener.

In the image shown above the symbol serer at http://127.0.0.42:8000 cannot be reached. It is either
offline or does not exist.

Managing symbol servers

Add... > displays the symbol server dialog described below

Remove *» remowe selected symbol sener(s) in the list
Remove All > remowe all symbol servers

Enable All > enables all symbol servers in the list
Disable All > disables all symbol servers

You can also enable or disable an item in the list via the yellow check box at the left of each
row.

To edit the details for a symbol server, just double click the entry in the list to show the symbol server
dialog again.
Symbol server dialog

The dialog initially appears pre-populated with some default values and allows you to set up or edit the
definition of a symbol serer. Some of the default values can be changed.
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[v¥ Enable Symbal Server

Example: http://msdl microsoft.com/download/symbols
Example: “\build-srvtsymbols

Symbol Server: |h‘ft|:|:ffmsdl.micmsuﬂ.cumfduwnluadfs:ﬂnbuls ﬂ

Symbal Server DLL: e:%om‘c'memory32'tabservirelease_x64'dbghelpws 10.0\symsrv dll

Symbal Store Directory: |E:'-a_test5fmhals Browse...
Help 0K | Cancel |

¢ Enable Symbol Server *> enable or disable this server
The following three entries must be set to enable the OK button and define the symbol server.
[E] oK button not enabled?The OK button will only be enabled when the following entries have a
valid value: - Symbol Server DLL names a dll present in the Memory Validator install directory. -

Symbol Store Directory has been specified and exists. - Symbol Server URL has been specified
(this value will not be checked for correctness).

o Symbol Server * select a predefined public symbol server or enter the URL of the symbol server
you wish to use - the Microsoft server is initially set as the default

o Symbol Store Directory » enter or Browse to set the directory that will contain local copies of the
downloaded symbols

The Symbol Server DLL is set chosen from the VM Validator directory, and then overridden by any
matching DLLs found in the most recent Visual Studio installation that can be identified.

Reset All - Resets all global settings, not just those on the current page. This includes removing any
symbol servers added.

Reset - Resets the settings on the current page. This includes removing any symbol servers added.

2.9 Starting your target program

VM Validator provides a choice of 2 methods to start a target program and have VM Validator collect
data from the target program about the program's execution.

e You can start a program in a specified directory and with as many command line arguments as you
want.
e You can monitor an already running program.
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29.1 Launching the program

To start your program choose Start Application... on the Launch menu,

| 4 Start Application... F4
(4 Re-Start Application Fa

f Inject into process... F3
G Wait For Application... F2
(]

or click on the launch icon on the session toolbar.

|| Al # O

Keyboard shortcuts:

The launch program dialog will be displayed.

7 Start an application and inject VM Validator into the process

Application:

Launch

IE:ham'&c'\memnrﬁ?&tahsew"\ﬂ eleaseimeman®/alidator. exe

Argurnents:

Browse. ..

I -

Startup Directony:

IE:'xu:um'x-:"-.mem-:urySE'xtal:usew'\FI eleaze

Previouzly started applications [double click ta relaunch)

Delete | Feset |

Admin |Application Arguments

E\omi\cumemo

Directory
Efomicimemory32itabsens\ Rele
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2.9.2

The picture shows some already launched programs shown in the scrollable list. You can relaunch these
programs by double clicking their entry in the list. Depending on what you want to do with your program
you have a choice of launching the program.

Detailed program start (1)

1) Type in the program name in the Application field, or click the Browse... button to use a file
browser to choose the program to launch.

2) Type in the program arguments in the Arguments field.

3) Type in the program directory in the Startup Directory field, or click the Dir... button to use a
directory browser to choose the directory.

4) Click on the Go! button to launch the program.

Detailed program start (2)

1) Click on the program shown in the scrolled list that you want to start. The details for the program will
appear in the Application, Arguments and Startup Directory fields.

2) Modify any of the Application, Arguments and Startup Directory fields as appropriate.

3) Click on the Go! button to launch the program.

Repeat program start

Double click on the program shown in the scrolled list. The program will be launched automatically.

VM Validator will start the program and inject the stub into the program. A progress dialog will be
displayed whilst the stub is being injected into the program. The progress dialog lets you know what task
it is performing during the injection sequence. When the stub is correctly installed in the target program

the stub will establish communications with VM Validator.

If at any point you would like the fields reset, click on the Reset button.

Re-Launching the program

To re-start your program choose Re-Start Application... on the Launch menu,

4 Start Application... F4
| 4 Re-Stat Application  F5
#  Inject into process... Fi

(™3 Wait For Application... F2

W

or click on the relaunch icon on the session toolbar.
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% | £
Keyboard shortcuts:

The application that was most recently launched is started.

29.3 Injecting into a running program

To inject the stub into an already running program choose Inject... on the Launch menu,

4 Start Application... F4
& Re-Start Application F5
| P;’ Inject into process... F3

;'j Wait For Application... F2

or click on the inject icon on the session toolbar.

w4/ 17

Keyboard shortcuts:

The inject program dialog will be displayed.

30
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B Inject Validater inte running process ? x
&ttach... Refresh

[ Spstern proceszes [ Services W User processzes * Full Path © Image Name

D Admin Process A

5068 frj ChProgram Files (x26)\Google'Updatel1.3.35.452\GoogleCrashHandler.exe

6024 C:\Program Files (x86)\WMware\Whware Workstation\wrware-tray.exe

9904 C:h\Program Files (x86\WinZip\WZOKPICK.EXE

10528 ChProgram Files\paint.net\PaintDotMet.exe

2140 Ch\Users\Stephen\AppDatatLocal\Microsoft\Onelrive\ OneDrive.exe

7684 ChUsers\Stephen\AppDatat Local\Programsh Autodesk Genuine Servicel...

13936 E\om'c\coverageValidatoritabsen/\Release\ coverageValidator.exe

6360 elomichmemony32itabsendreleasememonyValidator.exe

TR Fhnmicisvll auncherReleaselsullauncher.eve &

Injecting into running process

1) Select the process to attach to.
2) Click on the Attach... button.

VM Validator will start the program and inject the stub into the program. A progress dialog will be
displayed whilst the stub is being injected into the program. The progress dialog lets you know what task
it is performing during the injection sequence. When the stub is correctly installed in the target program
the stub will establish communications with VM Validator.

You can choose if you want to view system and/or user processes. If you need to refresh the list of
active processes, click the Refresh button.

294 Waiting for a program

To start your program choose Wait For Application... on the Launch menu,

4  Start Application... F4
o Re-Start fpplication F5
;;7 Inject into process... F3
(") Wait For Application... F2

Keyboard shortcuts:
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F2

The Wait for process dialog allows you to specify a process that when it starts, VM Validator will attach
to and start collecting debug events.

" Wait for process to start then Inject Validator into process ? *

Wait For Process |

Application Path Policy: Stop 'waiting |

IF‘ath to executable exists ;I

Application Executable:

IE:\nm\c"\cu'u'erage"u"alidator"\tabsenr\Helease_xﬁd\cuverage‘u’alidatur_xﬁd.e:e Browse...

Previously waited upon applications (double click to relaunch) ¢ Full Path " Image Name Feset |

Admin Executable

Efomichocoveragelalidatoritabsen/\Release_xBd\ coverageValidator_x64.exe

« Application Path Policy * specify if the application you're going to wait for exists on a specific
path or it's going to be created dynamically (and the path will therefore be unknown)

o Application Executable * type or Browse to set the application name to wait for
o Full path * shows the full path to the process executable in the list

e Image Name » shows the short program name without path

* Reset » clears the list

o Wait for Process » start waiting for the process to start. When the process starts VM Validator will
attach to it and start collecting debug events.

o Stop Waiting * stops waiting for the process to start

Copyright © 2002-2026 Software Verify Limited



33 VM Validator Help

210 Stopping your target program

Sometimes you will start a run of your target program and realise that you made a mistake, forgot to do
something or need a different option enabled and need to restart the test from the beginning. You can
stop the target program using Task Manager, using the debugger, or using VM Validator.

VM Validator provides you with a simple way of stopping the target program. Choose Abandon
Application on the Launch Menu,

&
V.

| % Abandon Application

or click on the large red X on the session toolbar.

» Q

The target program is terminated using TerminateProcess(). When VM Validator has ended the target
program, there will be no data to display.

Using VM Validator to stop the target program is usually quicker than using Task Manager or the
debugger because the session is thrown away for you, rather than you having to terminate the current
session.

Please note that if you wish your program to end in a controlled manner you should close your program
yourself and should no use the Abandon Application option in VM Validator.

211 Closing VM Validator

To finish working with VM Validator, choose Exit on the File menu.

Save Session...

Save Minidump...

| B |

212 Software Updates

The Software Updates menu controls how often software updates are downloaded.

If you've been notified of a new software release to VM Validator or just want to see if there's a new
version, this feature makes it easy to update.
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Check for software updates...
Configure software updates...

Set software update directory...

E Software Updates menu * Check for software updates * checks for updates and shows the
software update dialog if any exist

An internet connection is needed to be able to make contact with our servers.

E Before updating the software, close the help manual, and end any active session by closing
target programs.

If no updates are available, you'll just see this message:

Check for software updates. >

lol Mo new updates are available for Vi Validator

Software Update dialog

If a software update is available for VM Validator you'll see the software update dialog.

Software update download confirmation H

A, zoftware update iz available for Wi W alidator.

Do you wish o install VM Validator Y5467

Yes, Download and Instal | Don't download, azk me later Skip this wersion, don't tell me about it again

Saftware update

Software update options... |

e Download and install > downloads the update, showing progress
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Downleading VM Validator 5.46 *

Downloading Y Walidator 546

—

B833 KB of 23620 KB [29.2%)

Once the update has downloaded, VM Validator will close, run the installer, and restart.
You can stop the download at any time, if necessary.

e Don't download... * Doesn't download, but you'll be prompted for it again next time you start VM
Validator

e Skip this version... * Doesn't download the update and doesn't bother you again until there's an
even newer update

e Software update options... > edit the software update schedule

Problems downloading or installing?

If for whatever reason, automatic download and installation fails to complete:
e Download the latest installer manually from the software verify website.

Make some checks for possible scenarios where files may be locked by VM Validator as follows:
e Ensure VM Validator and its help manual is also closed
e Ensure any error dialogs from the previous installation are closed

You should now be ready to run the new version.

Software update schedule

VM Validator can automatically check to see if a new version of VM Validator is available for
downloading.

|E| Software Updates menu * Configure software updates * shows the software update schedule
dialog

The update options are:
e never check for updates
e check daily (the default)
e check weekly

e check monthly

The most recent check for updates is shown at the bottom.
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Software update schedule ? et

OutputDebugStringChedker can check for software updates on a regular basis.,
" Mever check for updates
(" Check for updates every day
* Check for updates once a week

(" Chedk for updates once a month

Most recent check for updates was performed on 2022-07-23

QK | Cancel

Software update directory

It's important to be able to specify where software updates are downloaded to because of potential
security risks that may arise from allowing the Tme directory to be executable. For example, to
counteract security threats it's possible that account ownership permissions or antivirus software blocks
program execution directly from the Tvp directory.

The Tvp directory is the default location but if for whatever reason you're not comfortable with that, you
can specify your preferred download directory. This allows you to set permissions for Tmp to deny
execute privileges if you wish.

E Software Updates menu * Set software update directory * shows the Software update
download directory dialog

Software update download directory

Software updates will be downloaded to the location spedfied below:

? >
| C:\Users'stephen\AppDataLocal {Temp! Browse. ..

Reset

K | Cancel |

An invalid directory will show the path in red and will not be accepted until a valid folder is
entered.

Example reasons for invalid directories include:

o the directory doesn't exist
o the directory doesn't have write privilege (update can't be downloaded)
¢ the directory doesn't have execute privilege (downloaded update can't be run)

= when modifying the download directory, you should ensure the directory will continue to be valid.
Updates may no longer occur if the download location is later invalidated.
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213

o Reset » reverts the download location to the user's Tvp directory

The default location is c:\users\ [username] \AppData\Local\Temp

View Memory Dialog

The Inspect Memory dialog is shown below.

Inspect Memory X

Address: | 0x000007Ff=0000

Size: | 0000000001000

oK | Cancel

Address > an address inside the application to start viewing memory

Size » how many bytes to view

Specify an address inside the application and the number of bytes to view.

If the memory is readable, the memory will be displayed.

If the memory is executable, a disassembly view is also availble.

B Memory View, 0xD000TFFODTABT000 41523 bytes

BYTE WORD DWORD

0x00007FFOD74B7000 58 al 00 00 00 00
0x00007FF9D74B7010 3a 9e 00 00 00 00
Ox00007FFOD74B7020 64 9e 00 00 00 00
0x00007FF9D74B7030 86 92 00 00 00 00
Ox00007FFO9D74B7040 a8 9e 00 00 00 00
Ox00007FF9D74B7050 c2 9e 00 00 00 00
0x00007FF9D74B7060 O 92 00 00 00 00
0x00007FF9D74B7070 18 9f 00 00 00 00
0x00007FF9D74B7080 88 al 00 00 00 00
0Ox00007FFOD74B7090 16 al 00 00 00 00
0x00007FFOD74B70A0 e4 a0 00 00 00 00
0x00007FF9D74B7080 44 al 00 00 00 00
0x00007FF9D74B70C0 a0 a0 00 00 00 00
Ox00007FFOD74B70D0 88 a0 00 00 QO 00
0x00007FFOD74B70EQ0 00 Q0 OO OO0 00 00

0x00007FF9D74B70F0 b2 9f 00 00 00 00
AvANNNTECARTARTT AN of AN NN NN nn

QWORD

Disassembly

X
00 00 00 Elowuenn ... ~
00 00 00 ..... .. Lecunon.
00 00 00 doennn. Mewwnnns
00 00 00 ..oiiiiinannnns
00 00 00 | S ...
00 00 00 F....... Dwenenns
00 00 00 Deeennne snnnnns
00 00 00 ... LI
00 00 00 T Fi......
00 00 00 T Tl
00 00 00 [ |
00 00 00 Dl...... oo
00 00 00 L. o
00 00 00O . ...... S
00 00 00 ........ Lvewnnns
00 00 00 [: I I
nn nn nn [ 1
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214 Search Memory Dialog

The Search Memory dialog is shown below.

Search Memory *

() search for a text string:
verify

Match case

nicode

(®) Search for bytes:

| 72 00 62 00 66 00

ID (6) |Address | Description

1 O OODOTFFADTABDIGA | Verify

2 (x00007FFOD74BD2EA | Verify

3 COODOTFFADTABDIAL | werify

4 O 00007FFADTABDIGE | 72 00 &9 00 66 00

5 O 00DO7FFIDTABOTAS | 720069 00 66 00

5 (x00007FFOD74BD2EE | 72 00 69 00 66 00

£ >

You can search for text strings or you can search for byte sequences.
Search for a text string > type the string you wish to search for into the text box
Match case * select the check box if the string match should be case sensitive

Unicode *» select the check box if the string match should be Unicode. If the check box is not selected
the string match is ANSI

Search for bytes » type the bytes you wish to search for into the text box. A byte should be specified
as a two digit hex value. Separate bytes with spaces

Search * perform the search. The progress of the search is shown on the progress bar, any matching
search results are shown in the list.

Clear » clear the search results

A context menu on the search results provides a single option:
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View data...

Clicking View data... opens a memory inspection dialog, allowing you to view the search results
memory as BYTEs, WORDs, DWORDs or QWORDs.

B Search Memory, (x00007FFID7ABD1 A4 12 bytes X
BYTE WORD DWORD QWORD
0x00007FF9D74BD100 01 00 53 00 74 00 72 00 69 00 6e 00 67 00 46 00 ..5.t.r.i.n.g.F. ~
0x00007FF9D74BD110 69 00 6¢C 00 65 00 49 00 6e 00 66 00 &6F 00 00 0O i.l.e.I.n.f.o...
0x00007FF9D74BD120 9c 02 00 00 01 00 30 00 38 00 30 00 39 00 30 QO ...... 0.8.0.9.0.
0x00007FF9D74BD130 34 00 62 00 30 00 00 00 82 00 31 00 01 00 43 00 4.b.0..... 1...cC.
0x00007FF9D74BD140 6f 00 6d 00 70 00 61 00 G6e 00 79 00 4e 00 61 00 O.m.p.a.n.y.N.a.
0x00007FF9D74BD150 6d 00 &5 00 00 00 00 00 53 00 &f 00 66 00 74 00 m.e..... s.o.f.T.
0x00007FFO9D74BD160 77 00 61 00 72 00 65 00 20 00 56 00 65 00 72 00 w.a.r.e. .V.e.r.
0x00007FF9D74BD170 69 00 66 00 79 00 20 00 4c 00 69 00 6d 00 69 00 i.f.y. cL.iumad.
0x00007FF9D74BD180 74 00 65 00 64 00 20 00 2d 00 20 00 77 00 77 00 t.e.d. .-. .w.w.
0x00007FF9D74BD190 77 00 2e 00 73 00 &6F 00 66 00 74 00 77 00 61 00 w...s.o.f.t.w.a.
0x00007FFO9D74BD1A0 72 00 65 00 P r.e.v.e.r.i.foy.
0x00007FF9D74BD1B0O 2e 00 63 00 6T 00 6d 00 00 00 00 00 5a 00 19 00 o N | Z...
0x00007FF9D74BD1CO 01 00 46 00 69 00 6¢C 00 65 00 44 00 65 00 73 00 ..F.i.1.e.D.e.s.
0x00007FF9D74BD1D0O 63 00 72 00 69 00 70 00 74 00 69 00 &6f 00 6e 00 c.r.i.p.t.i.o.n.
0x00007FF9D74BD1EO 00 00 00 00 46 00 69 00 6c 00 65 00 20 00 63 00 ....FoilToe. Lc.
0x00007FF9D74BD1F0 6f 00 &d 00 70 00 72 00 65 00 73 00 73 00 69 00 o.m.p.r.e.s.s.i. ”
AvANNNTECARTARMIAN A&F NN Aa AN 20 NN Ac NN A0 NN A2 AN 7 AN AT AR noA 14 hrea

215 Help

VM Validator provides a help system to help you get the most from VM Validator.

2151 Tip of the day
The tip of the day dialog provides helpful tips on how to get the most from VM Validator.
2.15.2 About VM Validator

Information about this version of VM Validator, copyright notices and user information.

2.15.3 Help Topics
Display the online help for VM Validator.

PDF Help
PDF versions of the help file are available from https://www.softwareverify.com/helpPDFs.html.
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3.1

Command Line Interface

VM Validator can be used from the command line as well as with the GUI.

The command line options allow you to launch an application that VM Validator will monitor, or to
monitor an already running process.

Use in your own debugging work

One usage scenario which we have at Software Verify is to launch VM Validator to monitor a worker
process we've just launched.

The -process processld option is very useful for this.

Command Line Switches before V7.00
Prior to V7.00, all command lines switches started with /', not *-'.
We made this breaking change when we upgraded the command processor to be the same as the main
Validator tools.
Alphabetic Reference
-allArgs
Specifies the arguments passed to the process being started. All remaining arguments on the
command line are consumed by this command.

-args arguments to pass to process.

Example: -allArgs weebles wobble but they don't fall down

-arg
Specifies an argument to be passed to the process being started
/arg argument to pass to process. Enclose in quotes if any whitespace.
Examples:
-arg webbles
-arg "webbles wobble"
-arg webbles -arg wobble -arg but -arg "they don't fall down"
-directory

Specifies the startup directory for the process being started
-dir directory. Enclose in quotes if any whitespace.
Examples:

-dir e:\om\c\
-dir "e:\om\c path with spaces\"
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-process
Specifies the process that will be monitored

-process processld
Example: -process 1344

-minidump
Specifies the minidump that will be loaded

-minidump path-to-minidump. Enclose in quotes if any whitespace.
Examples:
-minidump e:\om\c\test\release\test.dmp

-minidump "e:\om\c\test path with spaces\release\test.dmp"

-program
Specifies the executable that will be started

-program path-to-executable. Enclose in quotes if any whitespace.
Examples:

-program e:\om\c\test\release\test.exe

-program "e:\om\c\test path with spaces\release\test.exe"

If you specify the file without a path then:

o If you used -directory to set a startup directory then the filename in that directory is used if
it exists

e Otherwise, the directories in the PATH environment variable are used to look for the
filename

-session
Specifies the saved session that will be loaded. The session file was previously saved using
Sawve Session.
-session path-to-session-file. Enclose in quotes if any whitespace.
Examples:
-session e:\om\c\test\release\test.wm
-session "e:\om\c\test path with spaces\release\test.wm"

File extensions

32 bit session files have extension wm.
64 bit session files have extension wm_x64.
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3.2

Usage Reference
Launch Application
Launch an application that will be monitored by VM Validator.

-allArgs

Specifies the arguments passed to the process being started. All remaining arguments on the

command line are consumed by this command.
-args arguments to pass to process.

Example: -allArgs weebles wobble but they don't fall down

-arg
Specifies an argument to be passed to the process being started
-arg argument to pass to process. Enclose in quotes if any whitespace.
Examples:
-arg webbles
-arg "webbles wobble"
-arg webbles -arg wobble -arg but -arg "they don't fall down"
-dir
Specifies the startup directory for the process being started
-dir directory. Enclose in quotes if any whitespace.
Examples:
-dir e:\om\c\
-dir "e:\om\c path with spaces\"
-program

Specifies the executable that will be started

-program path-to-executable. Enclose in quotes if any whitespace.

Examples:
-program e:\om\c\test\release\test.exe

-program "e:\om\c\test path with spaces\release\test.exe"

If you specify the file without a path then:

e If you used -directory to set a startup directory then the filename in that directory is used

if it exists

e Otherwise, the directories in the PATH environmen
filename

Monitor Application

t variable are used to look for the
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Monitor an application that is already running.

-process
Specifies the process that will be monitored

-process processld

Example: -process 1344
Load a saved session
Load a session saved by VM Validator.
-session
Specifies the saved session that will be loaded. The session file was previously saved using
Save Session.
-session path-to-session-file. Enclose in quotes if any whitespace.
Examples:
-session e:\om\c\test\release\test.wm
-session "e:\om\c\test path with spaces\release\test.wm"

File extensions

32 bit session files have extension wm.
64 bit session files have extension wm_x64.

Load a minidump
Load a minidump saved by VM Validator, Exception Tracer, Task Manager, Visual Studio.

-minidump
Specifies the minidump that will be loaded

-minidump path-to-minidump. Enclose in quotes if any whitespace.
Examples:

-minidump e:\om\c\test\release\test.dmp
-minidump "e:\om\c\test path with spaces\release\test.dmp"

3.3 Command Line Examples

This section provides some example command lines. For each example we'll break it down, argument by
argument so that you can see how the command line works.

In all these examples the executable to run is vmValidator.exe. You will need to provide the full path to
vmValidator.exe, or add the path to vmValidator install directory to your $PATH.

32 bit application monitoring: vmValidator.exe
64 bit application monitoring: vmValidator_x64.exe
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Example 1
vmValidator.exe -program e:\om\c\test\release\test.exe -dir e:\om\c\test\release -args "-add 3 4"
-program e:\om\c\test\release\test.exe
Start application e:\om\c\test\release\test.exe
-dir e:\om\c\test\release
Start the application in e:\om\c\test\release
-args "-add 3 4"

Pass the arguments -add 3 4 to the application being launched

Example 2

vmValidator.exe -process 1344
-process 1344

Attach to process 1344 and monitor that process.

Example 3

Launching VM Validator from your own code to monitor a process you've just started. The arguments are
the same as for Example 2.
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int attachVMvValidatorToRunningProcess (DWORD processId, // process id to monitor
const TCHAR *dir) // startup dir, can be NUI
{
CString vmValidator;
int bRet;

vmValidator = getVMValidatorPath (dir);
if (GetFileAttributes(vmValidator) != INVALID FILE ATTRIBUTES)

{

// only try to launch if exception tracer 1s a valid filename

TCHAR commandLine[1000];
STARTUPINFO stStartInfo;
PROCESS INFORMATION stProcessInfo;

memset (&stStartInfo, 0, sizeof (STARTUPINFO)) ;
memset (&stProcessInfo, 0, sizeof (PROCESS INFORMATION)) ;

stStartInfo.cb = sizeof (STARTUPINFO) ;
_stprintf s(commandLine, sizeof (commandLine) / sizeof (commandLine[0]),

bRet = CreateProcess (NULL,
commandLine,
NULL,
NULL,
FALSE,
Ol
NULL,
dir,
&stStartInfo,
&stProcessInfo);
if (bRet)

{
WaitForInputIdle (stProcessInfo.hProcess, 10 * 1000); // 10 seconds

CloseHandle (stProcessInfo.hProcess);
CloseHandle (stProcessInfo.hThread) ;

}
else
bRet = FALSE;

return DbRet;

Example 4

vmValidator.exe -session e:\crashes\2022_10_05\osc1.vvm
-session e:\crashes\2022_10_05\osc1.vvm

Load session file e:\crashes\2022_10_05\osc1.wm
Example 5

vmValidator.exe -minidump e:\crashes\2022_10_05\crash34.dmp

nwo

S
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-minidump e:\crashes\2022_10_05\crash34.dmp

Load minidump e:\crashes\2022_10_05\crash34.dmp
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4.1

4.2

4.3

Frequently Asked Questions

This section lists the commonly asked questions about VM Validator.

| have an idea for a feature, can it be added to VM Validator?

We hawe tried to add as many features to VM Validator that we thought would be useful to the potential
users of VM Validator. In fact every feature in VM Validator has been used to solve problems and bugs
on consulting work carried out for our customers and on internal projects at Software Verify Limited. We
know the features we have put in the product are useful.

Howevwer it is possible we have overlooked a feature that you may find very useful. We will be pleased to
consider all ideas for new features to VM Validator. Please contact us at the address provided on the
contact page.

A Quake Ill mode, however much fun, is not useful in solving bugs. Sorry guys!

What file extensions does VM Validator use for itself?

VM Validator stores all of the configuration data it needs in the registry.

VM Validator does not use an specific file extensions.

What is Wasted Memory?

Wasted memory is a term we use to identify memory that is wasted when memory allocations are made
with VirtualAlloc() that are smaller than the Windows operating system allocation granularity (which is
typically 64KB).

This is best explained with an example;

ptr = VirtualAlloc (NULL, 24 * 1024, MEM COMMIT, PAGE READWRITE);
For example if you use VirtualAlloc() to commit 24KB of memory, VirtualAlloc() will set aside 64KB of
memory, and then commit 24KB of that 64KB memory. There will be two chunks of memory as a result:

1 24KB Committed PAGE_READWRITE
2 40KB Free PAGE_NO_ACCESS

The first block is pointed to by the pointer returned from VirtualAlloc().

The second block isn't pointed to by anything. You can calculate where it is if you know about the
allocation and the size of the allocation.

But in most cases, for this type of allocation, the second block is there implicitly - the caller probably
doesn't realise they've used 64KB of memory to make that 24KB allocation.

Copyright © 2002-2026 Software Verify Limited



Frequently Asked Questions 50

How to prevent wasted memory?

The best way to prevent wasted memory is to use a different allocator (HeapAlloc, malloc, new, etc) to
allocate the memory you need, and if you need to change the memory protection on that memory then
call VirtualProtect() to change the memory protection on that memory (bear in mind this works on 4KB
blocks at a minimum, aligned on 4KB page boundaries - for x86, x64 machines).

Alternatively you would write a simple memory allocator that uses VirtualAlloc() and VirtualFree() as it's
backing store. You allocator would allocate when necessary using VirtualAlloc() and then subdivide
those blocks to pass back suitable locations inside the larger blocks, thus awoiding the memory
wastage.
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Index

Commit 14

Data Collection 28, 30
Detailed program start 28
Detailed program start (2) 28
DLL 14

Exit 33
Free 14
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Heap 14
inject 30

Injecting into running process 30

-K -

KB 14

Mapped 14
MB 14

-P -

page 14
Page Information 14
Pages 14

-Q-

Quick program start 28

-R -

Refresh 14
Region Information 14
Repeat program start 28
Reserve 14

-S .-

Stack 14

Start 14

start a target program 27
stop 14, 33

Stub 14

-U -

Update Interval 14

-V -

Virtual 14
virtual memory 14
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